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Preamble
This summary was generated from the text transcription of the Webinar using ChatGPT 4,

formatted by the Positive Al feam and validated by the hosts.

Introduction
In this presentation, Malakoff Humanis elaborates on the innovative use of artificial

intelligence (AlI) in combating document fraud. The focus is on the tool called "Fraud Doc,"
designed to detect fraudulent activities in the health insurance sectors. With the rising
complexity and evolution of fraud methods, this presentation highlights how Al is applied to
enhance detection capabilities while maintaining ethical standards.



1. Context and Challenges

Fraud in health and insurance is a pervasive issue in France, costing between 1% and 5% of
total expenditures, approximately 10 billion euros annually. Malakoff Humanis oversees 5
billion euros in health-related payments and identifies 52 million euros in fraud per year
using Al tools. However, the landscape of fraud is continually evolving, necessitating dynamic
solutions.

2. Functionality of Fraud Doc
Fraud Doc employs sophisticated Al techniques to analyze documents submitted by
policyholders. Key features include:

o Pixel Analysis: Detects inconsistencies or manipulations in images, such as
alterations in scanned documents.

e Metadata Inspection: Identifies traces of document modifications, including
tampering dates and software used.

e Format Verification: Ensures compliance with standard document templates to
highlight potential anomalies.

Suspicious documents are flagged and sent to a team of human experts for thorough review.
The process blends automated detection with human judgment to ensure accuracy and
reliability.

3. Results and Achievements
Fraud Doc has delivered significant results:
¢ Detection Efficiency: Identifies 1% of documents as suspicious

¢ Reduction of False Positives: Continuous refinement minimizes incorrect flagging,
ensuring smoother processes for legitimate claims.

e Cost Savings: Effective fraud detection reduces financial losses, indirectly benefiting
customers by preventing increased premiums.

4. Ethical and Privacy Considerations

Maintaining ethical standards and data privacy is central to the operation of Fraud Doc:

e Limited Use of Personal Data: Personal data is not used for training Al models to
ensure compliance with privacy regulations.

e Human Oversight: All final decisions regarding flagged documents involve human
intervention, ensuring transparency and fairness.



o Data Retention Policies: Data linked to flagged documents is deleted after six
months if no fraud is proven, maintaining data minimization principles.

5. Challenges and Adaptability

Fraud detection requires adaptability to stay ahead of increasingly sophisticated schemes.
Key challenges include:

e Fraud Evolution: Fraudsters constantly innovate, necessitating frequent updates to
Al models.

o Balancing Accuracy and Speed: Striking a balance between reducing false positives
and processing claims efficiently to maintain customer satisfaction.

Summary of Questions and Answers
At the end of the presentation, Jean-Luc Leblond addressed several audience queries:
1. How does Fraud Doc handle new types of fraud?

o Continuous model updates and expert feedback ensure adaptability.
Emerging patterns are incorporated into the system through retraining.

2. What safeguards exist to prevent misuse of personal data?

o Personal data is excluded from model training. Retention policies ensure data
is deleted after six months if no fraud is identified.

3. Can Fraud Docreduce processing delays for legitimate claims?

o By minimizing false positives, the tool reduces unnecessary verifications,
expediting claim approvals for genuine cases.

4. How are ethical considerations integrated into the Al workflow?

o Human oversight is embedded in the process. All flagged documents are
reviewed by experts before a final decision is made.

Conclusion

Fraud Doc exemplifies the potential of Al in addressing complex challenges like document
fraud. Through a combination of advanced analytics, ethical safeguards, and human expertise,
Malakoff Humanis is setting a benchmark for responsible Al usage in fraud detection. The
approach not only combats financial losses but also enhances trust in automated systems.



